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Why So Many Equipment Vendors?

● Different Equipment Types (Routers, APs, OLTs, …)
● Technology Generations
● Mergers and Acquisitions
● Flexibility / Agility - Best Tool for the Job
● Negotiating Power

It’s not practical to be a single vendor ISP.



The Dream



So Much Pain…
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● Each vendor and model has its 
own management platform

● Access technology specific 
knowledge

● Model specific knowledge
● Authentication
● Slow onboarding
● It’s scary to add new vendors 

and models…



Aside: The Equipment Vendors Aren’t 
Evil (Mostly)

● Waiting for support in third-
party management tools 
before release isn’t an option
○ Delay product launch
○ Lose control

● Unique features won’t exist 
in generic monitoring tools

● Vendors want to differentiate 
on being better on some 
dimension

● Genericizing configuration is 
hard



A Strategy - What’s Common?

Basic Network Connectivity

● ICMP Reachability
● ICMP Latency
● SNMP: basic history, trending and alerting on 

metrics
● Tie to Up/Down alerting in standard NMS

This isn’t really ‘network performance’ though



A Strategy - What’s Common?

● It’s the service delivered that matters
● Measure traffic characteristics

○ Throughput, loss, latency
○ Netflow
○ QoE
○ Combining with the network topology makes these actionable

● Provides a high level view in one place across all equipment 
in the path without equipment integration

○ If there are problems, dive into the individual management platforms

Internet

Active Probing

Passive Measurement

AP / OLT

NMS systems often 

aren’t a good fit for 
end customer 
monitoring, too 

noisy



A Strategy - Build a Layer On Top

● Extract common information and metrics
● Leverage data across many platforms
● Compare, benchmark, and trend
● Answer questions across the entire network

Fixed Wireless Fiber Cable

FW A FW B Fiber C Fiber D Cable E Cable F



A Strategy - Build a Layer On Top



A Strategy - What’s Different?

Configuration

● Each vendor has their own configuration tools
● Driving the entire network config from a third party tool is 

unrealistic
● Mitigate how often configuration changes are made by 

centralizing enforcement where possible
○ E.g. Do package and policy enforcement centrally and leave AP and 

OLT the same for all subscribers



A Practical Strategy - Summary

Connectivity

Basic Up / Down

Measure Traffic

(Delivered Service / QoE)

Normalized Hardware 

Metrics / Analytics

Configuration

Traditional NMS

Treat traffic measurements as a universal layer

Build a layer on top to expose and analyze

Simplify the config of the edge as much as 

possible.



Henry Ortiz, Esq.
• Framework-based cybersecurity and risk management compliance advisor

o NIST CSF - SCRM - Telecommunications 

o HIPPA - Healthcare

o CMMC – Dept. of Defense Contractors

• Prior career: DBA & Status monitoring solutions for telecom

• Hands-on experience with internal and external plant devices 

• Henry.Ortiz@BorderHawk.com

• https://www.linkedin.com/in/hjortiz/
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Vendor-Agnostic Strategies

• Strategies:

o Decisions you make for your company today have a direct impact on future strategic 
positioning 

o Role of the executive team, board of directors, owners. 

o Vendor-Agnostic Strategies 

▪ Risk Management

• Supply Chain Risk Management 



Network Monitoring
• 25 years ago: No standard protocols

• Great for vendors

• Sell solutions that included hardware & software

• Barrier of entry for competitors

• Appeal for buyers: Network Monitoring - No other options

• Nowadays: Still vendors with proprietary solutions?

• Why? Appeal?

▪ Extended functionalities or out of the box integrations (billing, accounting, dispatch, 
marketing, user portals, cybersecurity, etc.. )

• Strategies:

• Long term risk vs short-term convenience



Vendor Agnostic Strategies

• Supply chain risk management

• How: identify, assess, and mitigate risks within the supply chain to ensure business continuity.

• IT / OT

• Other business units

• MSP/MSSP

• Data center

• Someone else's critical vendor in the supply chain

• Telecom: The critical sector industry that other critical sectors depend on

• Law enforcement

• Transportation

• Healthcare

• Goal: minimizing disruptions from factors like supplier failures, geopolitical issues, and cybersecurity 
threats



Device Monitoring
Supply Chain Risk Management
Identify, Assess, and Mitigate Risks within the supply chain

External Plant Devices

Devices at CPE

Internal Plant

Status Monitoring

Device Provisioning

Firmware 

Management

Alert Management - Identify: Critical vendors/brands/devices 80/20 rule

- Assess Vulnerabilities: (Supply chain disruptions) 

o Manufacturing locations (import/export, sanctions, 

geopolitical) 

o Financial stability
o Cyber (especially if cloud based) 

o Data privacy (liability) 

- Risks

o Threats: Telecom & bad actors 

- Prioritize
o Likelihood & impact 



Supply Chain Risk Management 
"SCRM"
• Risk management plans

o Cyber 

o Supply Chain

• FCC Security Council (Created this month - March 2025) 

o Thursday March 27th Room 203 / 830 am 

• Important FCC And Other Federal Agency Cybersecurity Proceedings

o Louis Peraertz, Esq. WISPA

o Jeff Carlisle, Esq. Lerman Senter PLLC

o Henry Ortiz, Esq. BorderHawk

o Anand Chari Kognitive Networks Inc.



Inventive Wireless of Nebraska LLC           
(Vistabeam)

Andrew (Drew) Wicker

● Partner & COO @ Vistabeam
● Former owner of LaCreek 

Tower Service and AW 
Consulting, Inc. 

● Former Tower Technician
● 17 years industry veteran

Vistabeam.com

drew@vistabeam.net

https://vistabeam.com/
mailto:drew@vistabeam.net


We use vender agnostic solutions

● Preseem
● Vetro FiberMaps
● Nagios
● LibreNMS
● Cambium QOE / Bequant
● Netbox
● gaiia



Lots of sites to 
manage

logging into many different 
vender specific dashboards 
would not be efficient 



Many tools in the toolbox for different jobs

• Adtran & Cambium OLTs for Fiber to the X
• Tarana for distance and nonLOS  
• Tachyon 60 GHz mmWave w/ fiber like speeds & latency 
• ePMP4000 / LTU for low density & low cost applications
• Siklu for 10 Gbps full duplex backhaul



Mergers and Acquisitions

We have inherited and deployed almost 
every brand of tech

• Mikrotik
• UBNT
• Mimosa
• Cambium 
• Baicells
• Tachyon 
• Dragonwave
• Trango
• Exalt
• SAF
• Ceregon
• Aviat
• Juniper
• Siklu
• Adtran
• FiberStore.com
• Brocade



Multiple brands & models



Using “best of breed” to build core

A10 for cgNAT

Juniper for BGP at the border and VPLS route reflector



Monitoring spread across many vender 
specific applications often gets ignored



Quickly confirm what is working well



Check for down devices at a glance



Spot oversubscription problems



Fix problems and increase capacity



Clearly communicate customers that can 
get fiber to sales and ops teams



Summary of network components
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