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Future-Proofing Network Monitoring:
Vendor-Agnostic Strategies & Solutions
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Dan Siemon

e CPO & Co-Founder @
Aterlo Networks (Preseem)
e Networking geek, product

manager, start-up founder.

e Former ISP owner,
network admin.

S

] preseem.com

L
L
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'E?,g dan@preseem.com

p= 2025

k ISPAMERICA


http://www.preseem.com
mailto:dan@preseem.com

Why So Many Equipment Vendors?

« Different Equipment Types (Routers, APs, OLTs, ...)
Technology Generations

Mergers and Acquisitions

Flexibility / Agility - Best Tool for the Job

Negotiating Power

It's not practical to be a single vendor ISP.
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The Dream
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So Much Pain...

Network Customer
Operations Support
. =
. . A

AN
et ] [

i/ 1
Y v/ \ TN
FW FW Fiber Fiber
Vendor A Vendor B Vendor C Vendor D

Each vendor and model has its
own management platform
Access technology specific
knowledge

Model specific knowledge
Authentication

Slow onboarding

It's scary to add new vendors
and models...
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Aside: The Equipment Vendors Aren't

Evil (Mostly)

Waiting for support in third-
party management tools

before release isn’t an option
o Delay product launch
o Lose control

Unique features won't exist
IN generic monitoring tools
Vendors want to differentiate
on being better on some
dimension

Genericizing configuration is
hard

~v
-

_ 2025

(ISPAMERICA'



A Strategy - What's Common?
NETXMS

Nagios

Basic Network Connectivity

o ICMP Reachability
o ICMP Latency

« SNMP: basic history, trending and alerting on

metrics
o Tie to Up/Down alerting in standard NMS

This isn’t really ‘network performance’ though

5 LibreNMS
! OpenNMS
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A Strategy - What's Common?

NMS systems often

_____________ AP/ OLT -
Active Probing
aren’t a good fit for

Passive Measurement end customer

monitoring, too
noisy

o It's the service delivered that matters
« Measure traffic characteristics
Throughput, loss, latency

o Netflow

o QoE

o Combining with the network topology makes these actionable

©)

« Provides a high level view in one place across all equipment

In the path without equipment integration . 2025
o If there are problems, dive into the individual management platforms (lspAMEmcg



A Strategy - Build a Layer On Top

Fixed Wireless

Fiber

Cable

FW A

FW B

Fiber C

Fiber D

Cable E

Cable F

Extract common information and metrics
Leverage data across many platforms
Compare, benchmark, and trend

Answer guestions across the entire network
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A Strategy - Build a Layer On Top

Status Connectio Manufacturer Model Health Sc RF Score Firmware

& - Y - — & rd -
e v ¥ ) L

M3~ Health $c.. RF Score ¥8.7.1 @

ap-ubiquiti-u-fiberolt-gpo...
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A Strategy - What's Different”?

Configuration

Each vendor has their own configuration tools

Driving the entire network config from a third party tool is
unrealistic

Mitigate how often configuration changes are made by

centralizing enforcement where possible
o E.g. Do package and policy enforcement centrally and leave AP and
OLT the same for all subscribers

. 2025
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A Practical Strategy - Summary

Configuration

Normalized Hardware
Metrics / Analytics

Measure Traffic
(Delivered Service / QoE)

Basic Up / Down

Connectivity

Simplify the config of the edge as much as
possible.

Build a layer on top to expose and analyze

Treat traffic measurements as a universal layer

Traditional NMS
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Henry Ortiz, Esq.
« Framework-based cybersecurity and risk management compliance advisor
o NIST CSF - SCRM - Telecommunications

o HIPPA - Healthcare
o CMMC — Dept. of Defense Contractors

Prior career: DBA & Status monitoring solutions for telecom

Hands-on experience with internal and external plant devices

Henry.Ortiz@BorderHawk.com

https://www.linkedin.com/in/hjortiz/
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Vendor-Agnostic Strategies

» Strategies:
o Decisions you make for your company today have a direct impact on future strategic
positioning
o Role of the executive team, board of directors, owners.
o Vendor-Agnostic Strategies
= Risk Management
» Supply Chain Risk Management

p= 2025
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Network Monitoring

« 25 years ago: No standard protocols
» Great for vendors
« Sell solutions that included hardware & software
 Barrier of entry for competitors
» Appeal for buyers: Network Monitoring - No other options

« Nowadays: Still vendors with proprietary solutions?
 Why? Appeal?
= Extended functionalities or out of the box integrations (billing, accounting, dispatch,
marketing, user portals, cybersecurity, etc.. )
« Strategies:
* Long term risk vs short-term convenience
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(ISPAMERICA'



Vendor Agnostic Strategies

« Supply chain risk management
« How: identify, assess, and mitigate risks within the supply chain to ensure business continuity.
« IT/OT
« Other business units
« MSP/MSSP
« Data center
« Someone else's critical vendor in the supply chain
« Telecom: The critical sector industry that other critical sectors depend on
* Law enforcement
« Transportation
» Healthcare

» Goal: minimizing disruptions from factors like supplier failures, geopolitical issues, and cybersecurity

threats
<. 2025
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Device Monitoring

Supply Chain Risk Management
Identify, Assess, and Mitigate Risks within the supply chain

Alert Management

F| rmware
Manaement

Device PrOV|S|on|ng

Status Monltorlng

Internal Plant

External Plant Devices

DeV|ces at CPE

Identify: Critical vendors/brands/devices 80/20 rule
Assess Vulnerabilities: (Supply chain disruptions)

o Manufacturing locations (import/export, sanctions,

geopolitical)

o Financial stability

o Cyber (especially if cloud based)

o Data privacy (liability)
Risks

o Threats: Telecom & bad actors
Prioritize

o Likelihood & impact

p= 2025
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Supply Chain Risk Management
"SCRM"

« Risk management plans
o Cyber
o Supply Chain

» FCC Security Council (Created this month - March 2025)
o Thursday March 27th Room 203/ 830 am
» Important FCC And Other Federal Agency Cybersecurity Proceedings
o Louis Peraertz, Esq. WISPA
o Jeff Carlisle, Esq. Lerman Senter PLLC
o Henry Ortiz, Esq. BorderHawk
o Anand Chari Kognitive Networks Inc.
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Inventive Wireless of Nebraska LLC
(Vistabeam)

Andrew (Drew) Wicker ED Vistabeam.com

e Partner & COO @ Vistabeam Vg drew@vistabeam.net
e Former owner of LaCreek
Tower Service and AW
Consulting, Inc.
e Former Tower Technician
e 17 years industry veteran
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We use vender agnostic solutions

preseem VETR®

Vetro FiberMaps

Nagios

LibreNMS P s preseem

Cambium QOE / Bequant  eses N

Netbox (£383$2)

gaila X "I netbox
LibreNMS |

=, 2025
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Lots of sites to
manage

logging into many different
vender specific dashboards
would not be efficient
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Many tools in the toolbox for different jobs

Adtran & Cambium OLTSs for Fiber to the X

Tarana for distance and nonLOS

Tachyon 60 GHz mmWave w/ fiber like speeds & latency
ePMP4000 / LTU for low density & low cost applications
Siklu for 10 Gbps full duplex backhaul

k ISPAMERICA



Mergers and Acquisitions

We have inherited and deployed almost @
every brand of tech

Cambium”
Networks

Mikrotik
UBNT
Mimosa
Cambium
Baicells
Tachyon

ra gnwave Uﬂ‘ per
JINES % MikroTik
SAF

TARANA

Ceregon

Aviat

Juniper

Siklu

Adtran
FiberStore.com
Brocade
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Multiple brands & models

Wave&0 AP Cambium 1000/2000 AP Tarana AP
Model Count Model Count Model
Wawve AP Micro 1 ePMP1000 40 TaranaBN
Waves0D AP 9 ePMP2000 88 Unkneown

Count

M

13

Model Count Model Count Model Count
PMP 450 2 AS5-14 5 TNA-301 5
PMP 450i a0 ASc 12 TNA-303X 58
PMP 450m 93 AS¢-2 1 Unknown 4
Model Count Model Count Model Count
Offline / Error 6 ePMP3000 298 LiteAP GPS 1
PMP 450i 10 ePMP2000L 47 LTU-Rocket 10
PMP 450m 16 Unknown 1 Mano5tation M2 2
Rocket SAC Prism 1
Rocket SAC PTMP 5
Rocket M2 1
Rocket M5 16

p= 2025
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Using “best of breed” to build core

A10 for cgNAT

Juniper for BGP at the border and VPLS route reflector

Platform

TH3350

Juniper JNP204 [MX204] Edge Router

Juniper JNP204 [MX204] Edge Router

CCR2116-12G-45+

CCR2116-12G-45+

CCR2216-1G-12X3-2X0Q

Operating System

A10 Networks
5.2.1-P9{build: 72)

Juniper JunOS
23.1R1.8

Juniper JunOS
23.1R1.8

Mikrotik RouterQS
7.16 (Level 6)

Mikrotik RouterOS
7.16 (Level 6)

Mikrotik RouterOS
7.16.1 (Level 6)

Up/Down Time

9mos 1w 5d

1yr 7mos 3w

1yr 6mos 1w

amos 3h 16m

2Zmos 3w 8h

2mos 1d 9h
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Monitoring spread across many vender

specific applications often gets ignored

Access Point Latency Over Time

The Latency metric is designed to help you understand and compare the latency experienced by subscribers on each of
your access points (APs) during the times of the day with the highest demand [1].

Latency

il 90 N 90 B o o I o > o 15 [ o 2 [ 90 I o0 Il o % 929 [ 91 % [ 90% I 01 % B o2 [ 91 % [ 02 [ o2 [ 90 I 90%

MNumber of Access Points

4%
1 S _._ . :L 3
4

Cal 379 Cab 94 Cals 9 Calk 98 Cal 97 Calk 0 hdasr D1 bdar D bdasqsr M bkidssr A Rdar E bdass M bdss T Rdar N0 bdss B0 Aldas A0 Bdse 19 Rdaes 17 bdar 179 bhdsr 14 Rldsds TE Rdar IR kdasr 17 ks 10 hdas 10 bdse OO0 kdss 9 hdass 99




0 Viandor ¥ Mcsdal

TRM1E ; - - e - ; . o ; Tarana 30-0141-001
TorringtonCenter [ 2 B 2.43 30.% ¥ 2 Tarana 30-01 34-0011
SchnoffFarms SCHI1D 3 3473 381 ¥ i : L Tarana 30-0141-001
TorrngtonCenter TeT : 20175 20 o , 27 Tarana 30-0134-001
KeyBank - 246 19874 aE .. . y i a7 Tarana 30-01 34-0i11
TorringtonCenter TC& v 1,64 191 .3 8 Lt 0 : Tarana 30-0734-001
GreenMountain Ghig 33 0.0 183,66 3¢ X Tarana 80-0141-000
WaldenWater WG A 0.02 17.8¢ 175.91 3 I Cambium PMF 450m
AlronGrain AK19 e -, 171.96 - - - - Tarana 3001 34-001
AksonGrain AK15 . 165.53 : : ' 5 farana HHOTE1O0 ]
Larariatiorth MLZ q - 141.3 3 " ¢ . - Cambium PMP 450m
BudweiserEventCenter BECY z y 3 ¥ 3. 4.3 Tarana 40013400
BudweaigarEventCantar BECY 34 23 B4 ) E a b i Tarana 30-07134-001
Bayard Sugar BA4 0,43 5 20 : 7 63 Carmbium PMP 4508
WalderWaler WWE 14 9 196 07 a - 5 . : . Carmbium PMP 4506
ToringtonCantar 3 125 46 . : Tarana 30-0134-001
TieSiding 5 1 1.2 715 o 57 41 Cambiam ePMP 3000
Linglekorth LING 5% 0,05 2.3 ¥ 1] 533 Carnbiunm PRAP &S50

Barymrd Saugi [ 37 - ) . a6 Carmbium PMP 450m
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Nagios Monitoring System

Stakus file last updated at 2025-03-23 10:40:14

Hosts Status
Host

-

Check for down devices at a glance

Sunday 10:40:56

3237 Ok 2 Down

Address | status | Duration | Plugin Output

FallRiverResart-R4-Router

10.255.254.200

ScottsbiuffMain-UPS

10.2.0.4

Acknowledged: 2pifi-4558, HartvilleWest-Casa-BH-MGMT, Yoder-¥07-AF, YumaChurchofChrist-4765

Services Status

4845 Ok 6 Critical 2 Notifi

, 2025
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Subscriber Capacity: Critical X

Name

LI

Spot oversub

Source

custom

custom

custom

custom

custom

Custom

custom

Custom

Status

Offline

Connectlo...

-

scription problems

Manufacturer Site

ik

Cambium

Cambium

Cambium

Carmbium

Cambium

Cambium

Cambium

Cambiurm

Model

ePMP 30001

ePMP 3000

ePMP 3000

ePMP 3000

ePMP 3000

ePMP 3000

PMP 450i

ePMP 3000

Summary

Health Score

3.1 >

a8

3.5

* Health

Subscriber Capacity

RF Score

“&' Hardware

+ All Columns Custom

Sorted by: Subscriber Capacl

Tx Airtime Remaining Latency

- .
— w -

26

36

o

51 %
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Fix problems and

CPE Radios

System Information

Model: ePMP 3000

MAC Address 58:¢1:7a7 e
Serial Number SBCITATIEEN
Source custorm

Managermant IP 192.168.107.252

Health Score

3 .77 Score

Warning

Services

Channel Width

Firmware Version:

Frequency:
Sownce I

St

Shaper

Metrics

20 MHz
4. 75TA
5240 MHz

LinglaSouth-LI9

Manual
Download: 95.6 Mbps
Upload: 32.0 Mbps

INCrease capacity

e
F s N
[

Service

Diagnostics
.0 Poor Overall AP Health

WARNING

0 Low Available Subscriber Capacity

RF Score

0 Low Tx Airtime Available

. 2025
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Clearly communicate customers that ca

get fiber to sales and ops teams
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Summary of network components

Network Dashboard

Information below is only for the Plans you have permissic

Select Plans

2024 Phase 1

Network Lines Summary

Backbone Drop
26,995.47 ft 341447 ft
Lateral Pigtail
29,035.19 ft 41473811t
Network Points Summary

Cabinet Central Office
2 1

Flower Pot Handhol«

2 2

Pedestal Service Location
6 748

Splices Vault

3.733 2

Statuses

2025
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